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This checklist provides a starting point as you create or review your server hardening policies.

Change default credentials and remove (or disable) vendor-supplied default accounts before a system is
installed on the network (PCI requirement 2.1).

Implementing only one primary function per server to prevent functions that require different security
levels from co-existing on the same server

Enabling only necessary services, protocols, daemons, etc., as required for the function of the system – this
includes scripts, drivers, features, subsystems, file systems, and unnecessary web servers.

Windows systems - only activate the Roles and Features you need.
Linux systems - remove package that are not required and disable daemons that are not needed

When considering server hardening, remember the applications that will run on the server and
not just the operating systems.

PCI DSS Requirement 2.2 v3.2.1:  Develop configuration standards for all system components. Assure
that these standards address all known security vulnerabilities and are consistent with industry-accepted
system hardening security experts, a number of security organizations standards.

Sources of industry-accepted system hardening standards may include, but are not limited to:
• Center for Internet Security (CIS)
• International Organization for Standardization (ISO)
• SysAdmin Audit Network Security (SANS) Institute
• National Institute of Standards Technology(NIST).

Even if a default account is not intended to be used, changing the default password to a strong
unique password and then disabling the account will prevent a malicious individual from re-
enabling the account and gaining access with the default password.

Wireless - change ALL wireless vendor defaults at installation, including but not limited to default
wireless encryption keys, passwords, and SNMP community strings.

If wireless networks are not implemented with sufficient security configurations, wireless sniffers
can eavesdrop on the traffic, easily capture data and passwords, and easily enter and attack the
network.  In addition, firmware for devices should be updated to support more secure protocols.



Configure perimeter and network firewalls to only permit expected traffic to flow to and from the server.

Linux systems - remote access is usually using SSH.  Configure SSH to whitelist permitted IP addresses
that can connect and disable remote login for root.  If possible, use certificate based SSH authentication to
further secure the connection.

RDP is one of the most attacked subsystems on the internet – ideally only make it available within a VPN
and not published directly to the internet.

Configure operating system and application logging so that logs are captured and preserved.  

Check with your application vendor for their current security baselines.

Consider a SIEM solution to centralize and manage the event logs from across your network.
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Application penetration testing for custom developed and in-house applications will help identify any
vulnerabilities or misconfigurations that need to be addressed.

Update your Build Clean/Keep Clean processes to ensure your configuration standards, OS build
templates, and OS scanning polices are kept in-synch. 

Configure NTP servers to ensure all servers (and other network devices) share the same timestamp.  

It is much harder to investigate security or operational problems if the logs on each device are not
synchronized. 

System configuration standards must be kept up-to-date to ensure that newly identified weaknesses are
corrected prior to a system being installed on the network.

Install security updates promptly – configure for automatic installation where possible.

Ensure applications and operating system have updates installed.
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