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SAMPLE LOG MANAGEMENT EVENT
IDS FOR PCI DSS REQUIREMENT
10.2.X

Searching for Windows Event IDs are easier than parsing through *ix command lines. See
below for helpful links on both types of operating systems.

Requirement

Windows Event ID

10.2.1.1 /var/log/auth.log or
4624
Successful Logons /var/log/secure
log/faill
Jeanfiog/otmp
Unsuccessful Logons g P
10.2.1.5
4720 cat /var/log/auth.lo
New User Account /var/log/ 9
I h.l
10.2.1.5 cat /v-ar_/ og/auth.log
) . 4672, 4673 (this is the user
Privelege escalation . -
authorization file)
10.2.1.5
A user account was 4738 cat /var/log/auth.log
changed

Logging, Log File Rotation, and Syslog Tutorial

12 Critical Linux log files

Windows Log Events
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http://wpollock.com/AUnix2/Logging.htm
https://www.eurovps.com/blog/important-linux-log-files-you-must-be-monitoring/
https://www.eurovps.com/blog/important-linux-log-files-you-must-be-monitoring/
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/appendix-l--events-to-monitor

